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[MpuBUNernpoBaHHbI JOCTYN - yrpo3a 6e3onacHoOCTU

locTosiHHOE HapawmBaHMe U YyCIOXHEHMEe |T-MHOPACTPYyKTypbl KOMMAHWM  AenaeT  yhnpas/ieHue
NPUBUNErMPOBAHHBIMM YYETHBIMM 3aMUCAMM OAHOM M3 BaXKHEMLLMX 33434 MHPOPMALMOHHOM Be30nacHOCTH.
YBenuunpawlLeecs KOaM4ecTBo MHPOPMALMOHHBIX CUCTEM M pa3Hoobpa3ne CLeHapueB AOCTyna K HWUM
3aTPYAHSIOT pelleHune 3ToM 3agayu. [Monyune faHHbIE aLMUHUCTPATUBHOM YYETHOM 3aNMCK, 310YMbILLTEHHMK
MOXXET HaHeCTH NpesnpuUsaTUI0 HAMHOTO bonee cepbesHbii yulepb, YeM B C/lydae KOMMPOMETALMU YYETHbIX
[aHHbIX PSAOBOrO COTPYAHMKA. AOMWMHUCTPATMBHbIE YYeTHble 3anucu MOryT OblTb MCMOMb30BaHbl ANs
OTK/TIOYEHMS 3aLUMTbl, OCTAHOBKM paboTbl MHDOPMALMOHHBIX CUCTEM M AOCTyNa K KOHOWAEHLMANbHOM
MHPOpPMaLMK. 3aWUTUTL NPUBUNETMPOBAHHBIM AOCTYN C/I0XKHEe, pelleHne 3ToM NpobieMbl HEBO3MOXHO €
MCNoNb30oBaHMeM 0OWMX NOAXOOOB K  3alUMTe  YYeTHbIX [AOaHHbIX M TpebyeT nNpuUMeHeHus
CneumMann3MpoBaHHbIX peLLeHUA.

rlpI/IBI/U'IeFI/I poBaHHbIE MOoJIb30BaTE N

MMeTb MOBbIWEHHbIE MPaBa AOCTYNa K BaXHOW WMHGMOPMaUMU U KPUTUYHBIM (DYHKUMSM NPOrpaMMHOro
obecrneyeHns U 060pyLOBAHMA MOFYT pas/ivyHble KAaTeropum Kak LUTATHbIX, TaK M BHELWHWX COTPYLHMKOB
KOMMaHUM.

AaMuHucTpaTopbl Kaxzoe yCTPOMCTBO M KaXAoe NpUKNagHOe UM CUCTEMHOE NMPOrpaMMHOE
MH(POPMaLMOHHBIX CUCTEM obecneyeHne UMELOT CBOU aAMUHUCTPATUBHbIE YYETHbIE 3aMMUCK. ITO camas
oyeBMOHas  rpynna  COTPYOHWKOB  MPUBUIErMPOBAHHOIMO  [0CTYNa,
npMMepamm TakUX COTPYAHUKOB SIBNSIHOTCS
e ApgmuHuctpatopsl Active Directory
ALMWHUCTPATOpPbI CETEBOIO 060pYL0BaHNS
AoMUHUCTpaTOPbI 633 AaHHBIX
AnmuHuctpatopsl cepsepoB (Windows, Unix/Linux)
ApgMuHuctpatopsl VDI

BusHec-nonb3oBaTtenu BbusHec-nonb3oBaTenu xoTb 1 He 06M1a8AOT AAMUHUCTPATUBHBIM LOCTYMOM,
HO MOMyT WUMETb LWMPOKME MNOSHOMOYMS B PpaMKax OTAENbHO B3SATbIX
MHDOPMALMOHHBIX CucTeM. Hanpumep, OHM MOryT MMETb BO3MOXHOCTb
BbINOMIHATL  AEHEeXHble  MepeBoAdbl, YNpasBasaTb  MNPOU3BOACTBEHHLIM
NPoOLLeCCOM U NOMIy4aTb AOCTYN K KOMMepYeckon TainHe.

Moapaaunku u napTHepbl CoTpyaHUKM NOAPSAYMKOB, Kak MNPaBWO, BbIMOMHAT COMPOBOXAEHME
CMeLMannM3MpoBaHHbIX MPOrPaMMHbIX M annapaTHbIX KOMMIEKCOB. DTO MOTyT
6bITb, HaNpuUMep, COTPYAHUKM BeHAOpPA MAM MHTerpatopa. ObblYHO Takue
NoNb30BaTENN UMEIOT YAANEHHbIA AOCTYN B MHPPACTPYKTYPY NpeanpusTus,
4TO LOMONHUTENbHO OC/IOXKHSET KOHTPO/b UX PaboThl.

Cnyke6Hble yueTHble 3anucu  CnyxxebHble y4eTHbIe 3anMCK MCMONb3YHTCS A1 Pa3NMYHOM aBTOMATM3aL MK
npoueccoB. OT Ux MMeHn paboTatoT pasfiMyHbie C1yXKObl U AeMOHbI, CKPUMTDI
W Opyroe nporpammHoe obecnevyeHue. [Npo Takue yYeTHble 3anMcu JIErko
3a6bITb, T.K. COTPYAHMKM HE MCMOJb3YIOT X B IBHOM BMAE KAXKAbIA A€Hb. ITO
CO3[3aeT AOMNONHUTENbHbIE TPYAHOCTM MO YNPABAEHUIO UMMU.
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Mpoaykt Indeed Privileged Access Manager (Indeed PAM) “c Hyns” paspabaTtbiBaeTcsi Kak cuctema

ynpasneHuna AOCTynoM C UCNOIb30BaHMEM NPUBUNETUPOBAHHBLIX YYETHbIX 3anucen. B ocHose npoayKTta

NIeXKUT MHOFOJIETHMI ONbIT KOMMNaHuMM UHoMA No CO34aHUI0 NpOAYKTOB B 061acT MHAOPMALMOHHOM

6e3onacHocTi. OCHOBHbIE pelaeMble 3a4a4M 3TOro NpoAyKTa cnenyroume:

e Perucrpaums nonbITOK UCMOMb30BaHUS NMPUBUIETMPOBAHHbIX YYETHbIX 3aMUCEN B XXypHane focTyna,

C YKasaHnem Kakom COTPYAHUK, KOraa U K KaKoM quTHOﬁ 3annucu nony4yan ooctyn

e BepneHue BUAEO U TEKCTOBOM 3anNUCK NPUBUIETMPOBAHHbIX CECCUI C BO3SMOXHOCTbBIO MPOCMOTPA

apxuBa ceccui

e (ObecnevyeHne MynbTMdAKTOPHOM ayTeHTUDMKALMM COTPYLHMKOB NpW JOCTyNe K

NpUBUNETrMPOBAHHbIM YYETHbLIM 3aNMNCAM

L] XpaHEHME naponeﬁ npnBUNErMpoBaHHbIX YYETHbIX 3anucen B cekpeTe OoT COTPYAHUKOB,

perynsapHas cMeHa naposen Ha ciydarHble 3Ha4YeHus.

Indeed Privileged Access Manager
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PucyHok 1. CtpykTypa Indeed Privileged Access Manager

Indeed PAM cocTouT 13 cnepyowmx GyHKUMOHANbHBIX U IOTMYECKMX MOAYEN.

[MonnTtuku n paspeLleHns

MonnuTnkKmn u pa3speleHna onpenendarT napaMeTpbl NPpUBUNETMPOBAaHHOIO A0CTYyNa:

® KOMY npenoctasneH gocryn

® K KakKMM YYETHbIM 3anncaM npenoctaBseH AOCTyn

® K KakuM pecypcam (cepBepaM U 060pya0BaHUI0) NpefoCTaBaeH AOCTYN
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® Ha Kakoe BpeMs (NOCTOSHHO/BPEMEHHO, B paboune yacbl nu B iloboe Bpems)

® KaKYH 3anunCb CECCUMM HY>XKHO NPOM3BOAUTb (BUAEO U TEKCTOBYIO 3aNMUCb, TONIbKO TEKCTOBY!HO,
CKPMHLIOTbI M T.M.)

® Kakue JIoKaNbHble pecypchl (AMCKK, CMapT-KapTbl) 6yAyT AOCTYMNHbLI N0Nb30BATENIO B YAANEHHOM
ceccum

® paspeLleHo /M NOoMb30BaTe0 MPOCMATPMBATL NAPOJb NPUBUIETMPOBAHHOM YYETHOM 3anncK

LleHTpan13oBaHHble NOIMTUKM COKPALLAOT 3aTpaThl HA 3AMUHUCTPUPOBAHUE CUCTEMBI U AeNatoT NapaMeTpbl
M NpaBa AOCTyNa Npo3padHbIMU 415 CNELMANNCTOB MHPOPMALLMOHHOM 6E30NacHOCTU U ayAUTOpPOB.

XpaHmnmu.l,e npmnsmnnernpoBaHHbIX YHE€THbIX OaHHbIX

YyeTHble AaHHble, HeobxoauMble AN AOCTyna (NOrMHbI, Naponu, SSH-kNY) XpaHATCS B XpaHuauuie, K
KOTOPOMY MMeeT [ocCTyn Tonbko cepBep Indeed PAM. XpaHeHue v nepepava AaHHbIX K/OT cepeepa
NMPOU3BOAMTCS B 3aUMPPOBAHHOM BMAE C MPUMEHEHWEM CTOMKMX anroputMoB wudpoBaHua. [loctyn K
XPaHWAULLY OrFpaHMYeH W BO3MOXEH TOMbKO Ania cepBepa PAM, ona peanusaumm 3TOr0 MOAX0AA
MPUMEHAETCA CneumanbHas npoLesypa no “3anevatbiBaHuio” cepeepa - hardening cepeepa 6a3bl AaHHbIX.

MopcucTema 3anncu ceccui

Bce ceaHCbl npuBMIErMpPOBaHHOrO LOCTYNa 3anMCbiBAOTCS B 00653aTenbHOM MOpPSIAKE M COXPAHSANTCS B
apxuee Indeed PAM. B apxu1Be 3anucu XpaHaTcs B 3aMPpOBaHHOM BUAE, MOMYUUTb K HUM LOCTYN BO3MOXHO
TO/IbKO 06,1335 COOTBETCTBYHOLLMMM MOJTHOMOUYMAMM B paMKax cucteMbl PAM. 3anucu BeayTcs B cnemyowmx
dopmarax:

e TekcToBas 3anuCb BeAETCS BCeraa u GUKCMpyeT Takme AaHHbIE:
O MOJHbIA BBOA, U BbIBOA, KOHCOMM B SSH nogkntoyeHuax;
O  BCe 3amnyckaeMble NPoLEeCChl, OTKPbIBAEMbIE OKHA W KJTaBMATYpHbIV BBOA AN RDP
NOOK/IHYEHUIA.

e Bupeoszanucb nponseoamuTcs kak onst RDP, Tak n gna SSH noakntoveHuid. Bugeosanucb He
06s13aTenbHa, ee BK/IKYEHME BbIMOMHAETCS agMMHMCTPATOpoM PAM C NOMOLLbO MexXaHM3Ma
NoAnTMK. KauecTBo BMAEO HACTPAMBAETCS M MOXKET ObITb Pa3HbIM O/ Pa3/IMUHbIX YYETHbIX
3anucen, HanpuMep, CEaHCbl aAMMHUCTPATOPOB AOMEHA MOTYT 3aMMUCbIBaTbCS C MaKCMMAJIbHbIM
Ka4yecTBOM, @ CEAHCbl ONEpPATOPOB CO CKATUEM.

o (CHSATME CHUMMKOB 3KpaHa TakXKe Npom3BoamTcs Kak ona RDP, Tak u gna SSH nogknoveHni.
CoxpaHeHne CHUMKOB 3KpaHa He 06513aTeNnbHO, ero BKIOYEHWE BbINOMHAETCS aAMUHUCTPATOPOM
PAM c nomoulblo MeEXaAHM3MA NOAUTMK. YacToTa CHATUS M KaYeCTBO CHUMKOB 3KpaHa 3a4aeTcs B
NOAUTUKAX.

MpOCMOTp aKTUBHbIX CECCUI [OCTYMNEH B PEXMME peasibHOro BpeMeHU C BO3MOXHOCTbIO pa3pbiBa CeCCUM
aAMuHucTpatopom PAM.

JKypHanbHbIn cepBep

XypHanbHbI cepBep ABASETCA BblaeNeHHbIM CEpPBMCOM Mno cbopy cobbitnit Indeed PAM. Takue cobbiTus
BK/IHOYAKOT B ceb9 BCHO aKTMBHOCTb aAMMHUCTPATOPOB M nonb3osatener PAM. XypHan dukcupyeT KTo K
Kakve napaMeTpbl CUCTEMbl U3MEHSN U KTO MOJ, KaKMMU YYETHbIMU LAHHbIMU BbIMOAHAN MOAK/IOYEHUE K
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LLeNIeBbIM pecypcam.

Ona ypobctBa uHTerpaumm B SEIM M cBOEBpPEMEHHOr0 pearMpoBaHMs Ha WHUMAEHTbI, COObITUS MOryT
[OCTaBNATLCS NO NPOTOKONY SYslog HAa CTOPOHHMI XYPHANbHbIA CepBep.

KoHconb agmu HUCTpartTopa

KoHconb agMuHMCTpaTOpa NpenocTaBnseTr MHTepdenc Ong HacTpoMKW, ynpasleHus W ayamTa paboTbl
CUCTEMbI U BbINOMHEHA B BuAe web-npunoxeHus. Ncnonb3ys KOHCOMb, aAMUHUCTPATOP MpefocTaBnseT
nonb30BaTeNs M AOCTYN K YYETHbIM AAHHbIM, HAaCTpamBaeT MOJIMTUKM AOCTYyNa U NPOCMATPUBAET XYypHasbl
COObITUM M 3aMMCUM MPUBUIETMPOBAHHbLIX CECCUMI. TakKe KOHCONb MO3BONSET agMMHUCTpaTtopam PAM
NMpOCMaTpMBaThb akTUBHbIE MPUBUAEIMPOBAHHbIE CECCMM B peanbHOM BpPeEMEHU W, Mpu HeobxoaumocTy,
npekpawaTtb ceaHc paboTtbl coTpyaHuka. [locTyn B KOHCOMb aAMWMHUCTPATOPa BbIMOHAETCA C MOMOLLbHO
ABYX®haKTOPHOM ayTeHTUdMKaLMK.

CepBucCbl camoo6Cy>XnBaHNA

[lns nonyyeHus NpuBMNErMPOBAHHOMO AOCTYNA COTPYAHUKM UCMONb3YIOT ABA MHCTPYMEHTA:

e KoHconb nonb3oBaTens, BLINMOMHEHHAs B BuAe Web-npunoxeHus. B KoHconu nonb3oBaTens
COTPYAHUKM NPOCMATPUBAIOT [LOCTYMHbIE MM YYETHbIE 3aMMCM M PECcypchbl, a TakXkKe 3anyckawoT
NPUBUNETMPOBAHHbIE CECCUM.

e [lpunoxeHune Ha cepBepe poctyne. C UCNONb30BAaHMEM 3TOTO NMPUIOXKEHWUS COTPYAHUKM MONyYaoT
LOCTYN MUHYs KOHCONb MONb30BaTeNs. B 3TOM cnyyae COTPYAHWMK MOAK/KOYAETCS HanpsMylo K
cepBepy 40OCTyNa, rAe eMy npeanaraeTcs BbIopaTb pa3peleHHoe NoaKoYeHME.

B 06omx cyyasix ocTyn COTpYAHUKOB 3alMLEH ABYXPAKTOPHOM ayTeHTUdMKaumer ¢ nomowbto OTP (One-
Time Password).

Mopgynn goctyna

Mouynw A40CTyNa NpenoCTtaBnAnT MEXaHU3Mbl OTKPbITUA U 3aNUCU NPpUBUNTETMPOBAHHbDIX Ceccun.
CepBep gocTyna

CepBep [ocTyna peanu3yeT LUEeHTPaNM30BaHHYD MOAENb MONYYEHWUS MNPUBUIETMPOBAHHOMO [OCTYNa.
CoTpyAHMK CHayana BbIMOMHSAET NOAK/IOYEHME K CEPBEPY AOCTYNa, HA KOTOPOM MPOBEPSIOTCS €ro Npasa u
BbIMONIHAETCA ayTeHTUdMKaLMa No BTOpOMY (aKTopy, NMocC/ie Yero, COTPYAHWKY OTKPbIBAETCA CEccus Ha
LLenieBOM pecypce.

CepBep poctyna paboTaeT Ha H6a3e cepBepa yaaneHHbIx pabounx cronos Microsoft RDS (Remote Desktop
Services), Ha KOTOPOM YyCTaHOBNEHO npunoxeHue Indeed PAM. [laHHOE NpunoXxeHue BbINOMHAET CleayoLlme

dyHKUMM:

e rpoBepseT NpaBa LOCTYNa MNOJb30BATENS - Pa3pPeLLeHO i eMy NosyyYaTb AOCTYN MOA,
3anpalnBaeMoin YH4ETHOM 3aNnCbi0 Ha 3anpallnBaEMbIi LLeNIeBOM pecypc;

® poM3BOAMT ayTeHTUDMKALMIO MONb30BaTens - nepep OTKPbITMEM CECCMM MOJb30BaTeb 00s3aH
nNpenocTaBMTb BTOPOM GakTop ayTeHTUdUKaLMK;
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® BeeT Bnaeo3anncb CeCCun U CHATUE CHUMKOB 3KpaHa.

[ng OTKpbLITUSA Ceccuit B LieneBble CUCTEMBI U NPUSIOXKEHUS Ha CepBepe A0CTYMa NPUMMEHATCA cneaytollee
knueHtckoe MNO:

RDP-knuneHT Microsoft (mstsc) ana pocryna Ha Windows cepsepa;
bpaysep ang pocryna B web-npunoxeHus;
SSH-knuneHT PUTTY gnga poctyna Ha Linux/Unix cuctemsl;

CneunannsnpoBaHHoe kameHTckoe MO ons goctyna B pasnuyHble MHOOPMAUMOHHbIE CUCTEMBI C

o)

MCMONb30BAHMEM NPONPUETAPHBIX MPOTOKOMOB (“TONCTbINA” KIMEHT).
SSH Proxy

SSH Proxy siBnsieTcq anbTepHaTMBHbIM BAapMAHTOM mnony4veHus poctyna yepes3 Indeed PAM B Linux/Unix
cuctembl. JaHHbM MeTog 0bnagaeT cnegyrowmnmMm NpemMMyLLecTBaMu:

e He Tpebyetca ncnonb3oaHue Microsoft RDS;
® BO3MOXHO UCMosb30BaHMe nboro SSH-knneHTa;
e SSH-knueHT paboTaeT IokanbHO Ha paboyelt CTaHUMKU COTPYAHMKA.

SSH Proxy BbIMOAHAET Te e PYyHKLMM, YTO M CepBep AOCTyna:

e poBepsieT nNpaBa AOCTyMNa Noib30BaTens;
e MpPOU3BOAMT ayTeHTU(DMKALIMIO MONb30BaTENS;
e BeJeT BMAE03anUCb CECCUMM U CHATUE CHUMKOB 3KpaHa.

Mpu ncnonb3oBaHne SSH Proxy nonb3oBaTenb MHMUMMPYET MOAKIHOYEHWE CO CBoero paboyero mecta C
MOMOLLbK MPUBBLIYHOTO An9 Hero SSH-knueHTa. B kauecTBe cepBepa MOAKMOYEHUS COTPYAHMK YKasbiBaeT
agpec SSH Proxy. MNpu nogkntovyeHUM K NPOKCKU Yy MOMb30BATENS TaKXKe 3anpalmBaeTcs BTOPOM ¢dakTop
ayTeHTUdMKaLMK, Nocie Yero OTKPbIBAETCS CECCUS Ha LeneBom pecypc.

Mogcuctema ynpasneHnsa y4eTHbIMN 3anncAamMm

Mpu ncnonb3oBaHmm cucteM knacca PAM oduuepam MHOopMauMOHHOM 6€30MacHOCTU BaXKHO MOHMMATb, YTO
B MHOPACTPYKType KOMNAaHMU HET HEYYTEHHbIX MPUBUIETMPOBAHHBIX 3anucel U [OCTYyN K HUM
KOHTponMpyeTca u npotokonupyetcs. B pamkax Indeed PAM 3Ty 3agauy pelwaeT noacmMcTeMa ynpasaeHus
yyeTHbIMM 3anucamu. MNoacmucTema BbIMOMHSET cieayome GyHKLUK:

e [lepnoamyeckuin MOMCK HOBbLIX MPUBUIETMPOBAHHbLIX YYETHbIX 3aNMCeN Ha LeNeBbIX pecypcax.
[aHHasg Mepa nNo3BONSET 3aLWMUTUTLCS OT HeA0OPOCOBECTHOrO aAMUHUCTPATOPA, KOTOPbIM Co3aan
cebe yyeTHyI0 3anmncb ansg pabotel B 06xon cnuctemsl PAM.,

e [lepnoamnyeckas nposepka naponern u SSH-kntouen NpUBUAErMPOBAHHbIX YYETHbIX 3aNUCeNn.
HaHHag dyHKuMa no3BonseT ybeantbes, 4to B XpaHunuwe PAM copepxatcs akTyanbHble yYeTHble
[aHHble U HeJ0O6POCOBECTHLIN AAMUHUCTPATOP HE BbINOAHMA COPOC NApoNs YYeTHOM 3anmcK ang
Mcnonb3oBaHus ee B 06xon PAM.

e [lepnoamuyeckas cMeHa naponer u SSH-kntoueit. Indeed PAM reHepupyeT cnyyaiHble CIOXHbIe
naponu n SSH-knoumn ang KOHTPOAMpPYEMbIX NPUBUNETMPOBAHHBIX YYETHbIX AAHHbIX, 3aLLMLLAS UX
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OT HECAHKUMOHMPOBAHHOIO A0CTYyna.

e (6poc mapons yyeTHOM 3anucK Nocsie Nokasa ero nonab3oeatento. AaMmHucTpatop PAM moxet

pa3pewnTb COTPYOAHNKN NPOCMATPUBATb Naposib ﬂpVIBVIﬂEFMpOBaHHOVI yl-IETHOﬁ 3anncuU B Tex

cnyyasx, Korga HeobxoaMMo sBHOE 1CMosib30BaHMe napons. MNocne Toro, Kak COTPYAHUK MNONYUUT

naposib, Yepes 3afaHHbIM NpomMexyTok BpeMeHu Indeed PAM cOpocuT naponb B HOBOE Cy4yanHoe

3Ha4yeHune.

[na BbINONHEHMS yKa3aHHbIX (QYHKUMIA B COCTAaB MOACUCTEMbI YMPABAEHMS YYETHbIMM 3AMUCIMU BXOOAT

MOZY/IM NMOAKNOUYEHUS (KOHHEKTOPbI) 419 LLeNEBbIX CUCTEM:

e KOHHekTop K Active Directory;

e KoHHekTop K Windows u Windows Server;

e SSH-koHHekTOp Ang nogkno4veHna K Linux/Unix cuctemaM Ha 6ase pasnmyHbiX guCcTpmubyTUBOB.

OcHoBHble xapakTepuctnku Indeed PAM

MpoTtokonbl gocTyna

nO.D.D.ep)KMBaEMbIe TUNbI YYETHbIX
AdHHbIX

Mouck NpMBMNErMPOBaHHBIX YYETHbIX
3anucei U ynpaBneHue naponem

MoanepxuBaemble KaTanoru
nonb3oBaTenen

TexHonoruu AByX¢aKTopHOMH
ayTeHTUUKaLUmn

nO.DJJ.ep)KMBaEMbIe TUMbIl 3aNUcU

ceccuin

TexHonorMm yaaneHHoro AocTyna

O komnaHum Nngup,

RDP
SSH
HTTP(s)

MMs nonb3osatens + naposb
SSH-kntoumn

Windows
Linux
Active Directory

Active Directory

Maponb + TOTP (nporpaMMHbIi reHepatop)

TekcToBbINM fior
Bupeosanucb
CHUMKM 3KpaHa

Microsoft RDS
SSH Proxy

Komnanus MHamp, sBngeTcs poccuinckum pa3paboTunmkoM nporpaMmMHoro obecneyenms non mapkov Indeed

Identity. PazpabaTbiBaeMble HaMK NpOrpaMMHbIe KOMMNAEKCbl NpeAHa3HayeHbl NS ynpaBneHns AOCTYrnoM

COTPYAHMKOB K WMH(POPMALMOHHBIM pecypcaM KOMMaHMKM, KOHTPONS [LOCTyna MNPUBUIIENMPOBAHHbIX

MONb30BATENEN, @ TAKXKE YNPABNEHUIO UHPPACTPYKTYPOM OTKPbITbIX KINOYEN M XKMU3HEHHBIM LMKIOM CMapT-

kapT n USB-kntouen. MpoayKTbl KOMNAHUM UCMONB3YHOTCS B BeAyLmx komnaHuax Poccumn n CHI B pasnuuHbix

oTpacnsax: (pUHAHCOBOM, MpOM3BOACTBE, HedTerasoBoM, puTenne U TeNeKOMMYHWMKAUMOHHON. Oducel

KomnaHuu pacnonoxeHbl B CaHkT-leTepbypre, Mockse, Bennkom Hoeropoge v BunbHioce.

www.indeed-id.ru
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Y106bl NONYYUTb LONOSHUTENBHYO MHPOPMALMM O NPOAYKTaX KOMMNAHUW, 334aTb MHTEpPECYyoLMe BOMpPOCHI
M NONYYUTb KOHCYNbTALMIO NOCETUTE CauT www.indeed-id.ru.
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